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Why should you care about payments?

● Electronic Payments are inevitable
● Mainstream suggestions are not Free Software
● ... do not have privacy protections
● ... do not care about the (financial/psychological) 

well-being of end users.

=> The Free Software community should push for a better 
solution
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Why now?
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GNU Taler: Overview

● Project started in 2014
● Goal:  Develop libre infrastructure for deploying 

privacy-friendly electronic payment systems that could 
gain mainstream adoption.

Small scale: Cafeteria, festival, company office, hacker space

Large scale: Retail Banks, Central Banks (CBDC)
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User Experience
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Taler at Biel University of Applied Sciences

1. Student installs wallet
2. ... tops up wallet with CHF digital cash at cashier terminal

=> E-Cash is on the device, no account/identity is created
3. Optional: ... sets up backup / key recovery
4. ... selects item to buy at vending machine
5. ... scans QR code, reviews payment and pays anonymously
6. After aggregation period, cafeteria receives payment made 

via Taler as bank transfer
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GNU Taler: Principles

1. Free/Libre Software

2. Protect the privacy of 
buyers

3. Auditability (tax/fraud)

4. Prevent payment fraud

5. Collect the minimum 
information necessary

6. Be usable

7. Be efficient

8. Fault-tolerant design

9. Foster competition
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GNU Taler: Technology

● Based on Chaum's E-Cash (1980s) 
with some improvements

● Proven and time-tested 
cryptographic technology

● Income-transparency for merchants, 
anonymity for customers

Trade-off:  Customer and merchant are 
separate entities



V International GNU Health Conference - Nov. 20 - 21, online event - #GHCon2020V International GNU Health Conference - Nov. 20 - 21, online event - #GHCon2020

Architecture
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GNU Taler: Components

● Exchange (trusted PSP)
● Auditor (software+party)
● Merchant Backend
● Demo Bank
● Wallet (API, CLI, 

WebExtension, Android)
● Storefront Demos
● Vending Machine Demo

● LibEuFin (connection to 
bank/accounting system)

● Sync Storage Service
● Anastasis Key 

Backup&Recovery
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GNU Taler: Progress
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GNU Taler: What's Left?

● Additional security audits
● UX improvements and cross-platform support for 

wallets
● Finish backup & key recovery implementation
● Project for auditor approval in Eurozone in progress
● Operation & auditing of an Exchange in Germany
● Onboarding of merchants
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Get in Touch!

me: dold@taler.net

taler@gnu.org
https://taler.net
Twitter: @taler
IRC: #taler


